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X-Frame-Options

X-Content-Type-Options

Content-Security-Policy

Strict-Transport-Security
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X-Frame-Options Clickjacking

X-Content-Type-Options MIME sniffing

CSP Cross-Site Scripting (XSS)

HSTS SSL stripping
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frau Teslnd Impact Likelihood
Risk

1 Server Version Disclosure Medium Medium
Medium

2 WordPress Version DisclosureMedium Medium
Medium
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Missing Security Headers
Medium

sauanuRssTNesszuy; Medium

Medium

Tasuaunzlumsudly (Recommendations)
saudoyaroiTuginiias
uilylws Apache config

ServerTokens Prod
ServerSignature Off

v Security Headers
fadumanielu Apache:

Header always set X-Frame-Options "SAMEORIGIN"

Header always set X-Content-Type-Options "nosniff"

Header always set X-XSS-Protection "1; mode=block"

Medium

Header always set Strict-Transport-Security "max-
age=31536000; includeSubDomains"
Header always set Content-Security-Policy "default-src 'self’

https: data: 'unsafe-inline' 'unsafe-eva

faunasiw VWordPress
winlu functions.php

seauanadslagsin : Medium
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remove_action('wp_head', 'wp_generator');

Foraslui Uselan Impact Likelihood srdue1BIEe (Risk) 311M3§1U81984
Information Disclosure via Server |Security OWASP AQ5,
Medium Medium Medium
Header Misconfiguration CWE-200
Information OWASP A05,
WordPress Version Disclosure Medium Medium Medium
Exposure CWE-200
Missing Security Headers Security Misconfig{Medium Medium Medium OWASP A0S

szauaMadnslaa s (Overall Risk Summary)
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Penetration Test Report
1. General Information
. Target System: Nam Kliang Hospital Website

. URL: https://www.nkhos.go.th

. System Type: Web Application (WordPress)

. Testing Method: HTTP Response Header and Source
Code Analysis

. Test Date: 05 February 2026

2. Executive Summary

A security assessment of the target web application identified
several configuration weaknesses. The system exposes server
and application version information and lacks critical HTTP
security headers.

These issues do not represent an immediate compromise but
may assist attackers in identifying known vulnerabilities and
executing targeted attacks such as clickjacking or cross-site
scripting.

Overall Risk Level: Medium

3. Findings

3.1 Server Version Disclosure

Severity: Medium

Category: Information Disclosure

OWASP Reference: A05:2021 — Security Misconfiguration
CWE: CWE-200

Description


https://www.nkhos.go.th/

The HTTP response header reveals the web server software
and version:
Server: Apache/2.4.58 (Ubuntu)
This information allows attackers to:
. Identify the server type
. Search for known vulnerabilities
. Launch targeted attacks based on version-specific exploits
Evidence
HTTP/1.1 200 OK
Server: Apache/2.4.58 (Ubuntu)
Impact
. Facilitates targeted attacks
. Assists in vulnerability enumeration
Likelihood
Medium (information is publicly accessible)
Risk Rating
Medium

3.2 WordPress Version Disclosure
Severity: Medium
Category: Information Disclosure
OWASP Reference: A05:2021 — Security Misconfiguration
CWE: CWE-200
Description
The WordPress version is exposed in the page source:
ver=6.5.5
Attackers may use this information to:
. ldentify known WordPress vulnerabilities
. Target specific plugins or themes
Impact
. Increased risk of targeted exploitation
. Easier vulnerability discovery
Likelihood
Medium
Risk Rating
Medium



3.3 Missing Security Headers
Severity: Medium
Category: Security Misconfiguration
OWASP Reference: A05:2021
Description
The application does not include important HT TP security
headers, such as:

. X-Frame-Options

. X-Content-Type-Options

. Content-Security-Policy

. Strict-Transport-Security

Impact

The absence of these headers may expose the system to:
Missing Header Potential Attack
X-Frame-Options Clickjacking

X-Content-Type-Options MIME sniffing
Content-Security-Policy Cross-Site Scripting (XSS)
HSTS SSL stripping

Likelihood
Medium
Risk Rating
Medium

4. Risk Summary
ID Finding Impact Likelihood Risk

1 Server Version Disclosure Medium Medium  Medium
2 WordPress Version Disclosure Medium Medium  Medium
3 Missing Security Headers Medium Medium  Medium
Overall System Risk: Medium

5. Recommendations

5.1 Hide Server Version Information
Update Apache configuration:
ServerTokens Prod

ServerSignature Off



5.2 Implement Security Headers

Example Apache configuration:

Header always set X-Frame-Options "SAMEORIGIN"
Header always set X-Content-Type-Options "nosniff"
Header always set X-XSS-Protection "1; mode=block"
Header always set Strict-Transport-Security "max-
age=31536000; includeSubDomains"

Header always set Content-Security-Policy "default-src 'self’
https: data: 'unsafe-inline' 'unsafe-eval™

5.3 Hide WordPress Version
Add the following to the functions.php file:
remove_action('wp_head', 'wp_generator');
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